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Nick helped us get the 2005 programme off to a flying start with a very well-presented talk on what needs to be taken into consideration when designing and building systems that need to be secure. A recurring theme was that security and quality must be kept in mind all the way through the development process; they cannot be added on at the end. The increasing use of on-line systems, which the general public can access using the Web, means that systems are more open than ever to abuse; failures can be very costly in terms of damaged reputations as well as financial loss. As an example there have recent security breaches at online banks, where customers have been able to access accounts belonging to other customers without supplying appropriate login credentials. The negative publicity generated by such incidents can be significant.

The talk was backed up with practical examples of how systems can be attacked, and the demonstrations were invaluable in helping us to understand the concepts involved.

Some common security problems can be down to the way systems have been architected and programmed, and these can be lessened by ensuring that programming is defensive. For example, user input in a Web form should be treated as potentially threatening; input should be validated to ensure that it conforms to what the software expects.

Nick rounded off his presentation by emphasising that the responsibility for security does not just lie with programmers. Management have a responsibility for ensuring that security considerations are not overlooked, and that development timescales allow adequate time for testing security in an application. There is often the temptation to allow corners to be cut in order to bring a system on-line by a certain deadline; this should be resisted at all costs and if necessary, launch of a system should be delayed if more time is necessary to carry out testing of security.
